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Abstract: The scientific article examines the impact of  the 
technological revolution on public order and how it influences policing. 
It aimed to emphasize the importance of  adapting security strategies to 
the new digital realities, defining public order in the current 
technological context. It also discussed the advantages and limitations 
of  monitoring and surveillance systems, as well as the use of  mobile 
technologies that improve the efficiency of  police interventions. The 
article also addresses the ethical and legal dilemmas posed by digital 
surveillance, highlighting the need to strike a balance between security 
and the right to privacy. It concludes that police regulations and 
practices need to be adapted to meet the challenges posed by emerging 
technologies, thus ensuring the protection of  citizens' rights in this 
complex era. 
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Introduction 

The context and importance of public order in the technological age 

In the technological age, law and order has taken on new dimensions 
and challenges given the rapid evolution of technologies and their impact on 
society. Public order, which is about maintaining social peace, protecting the 
safety of citizens and ensuring respect for the law, is an essential function of 
the state. However, in today's context of digitization and advanced 
technology, traditional methods of maintaining law and order need to be 
adapted to new technological realities. 

Globalization and digital connectivity have increased the complexity 
of the problems faced by law enforcement authorities. Cyber-crime, the use of 
the internet to plan or execute crimes, as well as the challenges of protecting 
personal data and monitoring digital activities, have brought major changes to 
the public security landscape. From this perspective, technology is not only an 
opportunity, but also a source of risks and vulnerabilities that require a new 
approach from law enforcement institutions. 

In addition to these challenges, technology also offers valuable tools 
for law enforcement. The use of surveillance cameras, drones, artificial 
intelligence to analyse data and applications to monitor anti-social acts allow 
authorities to be more efficient and to intervene quickly in critical situations. 
However, the growth of these technological capabilities also raises ethical 
dilemmas, especially with regard to the right to private property and 
extensive surveillance of the population. 

In this context, public order must be understood not only as a matter of 
physical security, but also of digital security and the protection of fundamental 
rights. Thus, in the technological age, the maintenance of public order requires 
an intelligent integration of technology that is both effective in fighting crime 
and respectful of individual liberties. This delicate balance is a major challenge 
for law enforcement authorities, which have to navigate between efficiency and 
respect for human rights in an ever-changing technological landscape. 

The technological revolution, characterized by rapid advances in 
areas such as artificial intelligence, big data, the internet of things (IoT), and 
automation, has had a profound impact on all aspects of society, including 
the public safety sector. This technological transition has changed the way 
law enforcement and citizen protection activities are carried out, creating 
both new opportunities and major challenges for law enforcement agencies. 
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This article aims to examine technological developments and their 
impact on the public safety sector, with a focus on the transformations in 
policing and its interaction with citizens. 

The main objectives are: 
- to explore the influences of modern technologies on policing and 

how public risks are managed; 
- to identify and discuss the legal and ethical implications of the use 

of technology in the maintenance of public order; 
- highlight the opportunities and challenges associated with 

integrating technological innovations into policing practices. 
This paper is motivated by the need to understand the impact of the 

technological revolution on public safety at a time when police and other law 
enforcement agencies must adapt rapidly to new forms of digital crime. The 
rise of cybercrime and other technology-assisted crimes poses new 
challenges for law enforcement agencies. In this context, the article provides 
a theoretical basis that can contribute to the debate on the balance between 
the effective use of technology for security purposes and the protection of 
citizens' fundamental rights. 

The evolution of public order in the context of the technological 
revolution 

Defining public order in the digital age 

Public order, in the classical sense, is the state of social stability and 
internal security, ensured by citizens' compliance with laws and regulations, 
with the objective of protecting the physical and moral integrity of 
individuals and their property. It involves maintaining a balance between the 
rights and freedoms of citizens and ensuring collective security through the 
enforcement of laws by competent authorities, such as the police and other 
law enforcement structures (Pop, 2023). 

However, in the digital age, public order takes on new dimensions 
and is being redefined to include not only the physical aspects of safety, but 
also the digital ones. Technological transformations and the advanced 
digitization of society have fundamentally changed both the nature of threats 
to public order and the tools available to maintain it. In an increasingly 
interconnected environment, where information, resources and 
infrastructure are digitized, law enforcement must expand to address new 
challenges such as cybercrime, attacks on critical digital infrastructure, and 
the misuse of technology for organized crime. 
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Protecting citizens and digital infrastructures against cyber-attacks 
such as hacking, online fraud, theft of personal data and the spread of 
malware is a vital issue for law enforcement. In today's context, cybercrime 
is no longer just a technical problem, but also a public order issue with a 
direct impact on social and economic security. Monitoring and preventing 
the spread of false information (disinformation) and online manipulations 
that can destabilize society and generate panic, social tensions or even 
conflict must be done very carefully and responsibly so as not to create 
social dysfunctionality. In the digital age, the rapid flow of information can 
lead to the rapid escalation of public order problems. 

In addition to the above, another essential component of digital 
public order is the protection of citizens' rights to their personal data and 
online privacy. The increasing use of digital platforms, surveillance cameras 
and facial recognition technologies raises questions of ethics and protection 
of fundamental rights. In this digital age, authorities are increasingly using 
technology to monitor public behavior. 

Public order in the digital age is no longer limited to maintaining 
physical safety in public spaces, but also includes a virtual dimension, which 
requires authorities to redefine their tools and strategies to respond effectively 
to new technological challenges. Thus, the modern concept of public order 
becomes a mix of traditional measures and advanced technologies, integrating 
physical, digital and information security simultaneously. 

Technological transformations impacting on public safety 

The technological revolution of the last decades has fundamentally 
transformed the field of public safety, leading to major changes in the way law 
enforcement agencies operate. Technological progress has profoundly influenced 
both the prevention and combating of crime and the management of crisis 
situations. 

One of the most visible changes is the extensive use of surveillance 
technologies. High-resolution video cameras, equipped with artificial 
intelligence and facial recognition, allow real-time monitoring of public 
spaces and rapid detection of suspicious behavior or wanted persons. These 
technologies are already deployed in Bucharest and have become an essential 
tool for the prevention and investigation of antisocial acts (Romanian Police 
- I.G.P.R, 2021, November 24). 

The use of drones for aerial surveillance has also increased considerably. 
Drones are assigned an important role in crowd management at large-scale 
events, border monitoring and intervention in emergency situations, such as 
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search and rescue of victims in remote or hard-to-reach areas (Border Police, 
2023). 

Predictive analysis technology 

Predictive analytics, based on artificial intelligence and big data, has 
become a valuable tool for law enforcement. This technology uses algorithms 
to analyze complex data from a variety of sources, such as crime histories, 
behavioral patterns, and geographic data, to determine where and when 
different crimes might occur (Albeanu, 2023). Thus, the police conduct 
preventive patrols in areas identified as high-risk, optimizing resources and 
preventing crime. The use of predictive analytics has revolutionized the way 
police resources are allocated, providing a proactive approach to crime 
prevention and reducing reactive response. However, this technology raises 
questions about possible algorithmic bias and the protection of citizens' 
personal data. From real-time incident reporting and management through 
mobile apps, to efficient management of criminal databases and digital 
evidence, technology has improved the speed and accuracy of police 
operations. Digital management systems allow immediate access to essential 
information about criminals, events or investigations, facilitating collaboration 
between local and international agencies. Automating administrative tasks, 
such as report writing or fine management, frees up human resources for 
more important activities such as investigations and patrols. 

As technology evolves, so do the forms of crime. Cybercrime, such 
as phishing attacks, ransomware, identity theft or online fraud, is a major 
challenge to public safety. Cyber-attacks on critical infrastructures, such as 
power grids, healthcare or banking systems, can have devastating 
consequences for society (Council of the European Union, 2021). In this 
context, cyber protection becomes a priority in maintaining public order. 
Police and other security institutions have developed advanced technical 
skills and collaboration with cybersecurity experts to prevent and combat 
these forms of crime. Continuous training of staff and the use of advanced 
cybersecurity technologies are essential to face new challenges in the digital 
space. Technological transformations have redefined the way public safety is 
maintained, providing new tools and resources to prevent and fight crime. 

Augmented reality (AR) and virtual reality (VR) technologies offer 
innovative opportunities for police and law enforcement training (Border 
Police, 2019, March 18). These technologies enable the simulation of complex 
scenarios, such as hostage-taking interventions or defusing explosive devices, 
in a controlled but highly realistic environment. Officers practice reactions and 
decisions in critical situations, developing their skills without exposing 
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themselves to real risks. Aug augmented reality is also used in the field to 
provide real-time contextual information about suspicious locations, people or 
vehicles, improving the decision-making ability of intervention teams. 

Modern Technologies in Support of Police 

Monitoring and surveillance systems: advantages and limitations 

Monitoring and surveillance systems have become an indispensable 
tool in maintaining public order and ensuring citizens' security. They provide 
law enforcement agencies with an enhanced ability to prevent and 
investigate crime, but at the same time raise issues of confidentiality, ethics 
and fair use. Modern technologies, such as surveillance cameras, facial 
recognition systems and video data analysis, have significantly expanded the 
possibilities for rapid intervention and the collection of information relevant 
to public safety. However, there are also technical and legal limitations that 
need to be taken into account in order to prevent abuses and errors. 

Advantages of monitoring and surveillance systems 
a) Crime prevention 

One of the main advantages of using surveillance systems is their 
ability to prevent crime. The presence of surveillance cameras in public and 
private spaces acts as a deterrent to criminals. The chances of being 
identified and apprehended increase significantly when an effective video 
monitoring system is in place, leading to a reduction in incidents of street 
crime, vandalism, theft and other anti-social behavior. Facial recognition 
systems, for example, are already widely used in crowded places, such as 
airports or public transportation stations, to detect known suspects or 
people wanted by the authorities. Such technologies help prevent violent 
incidents or terrorist attacks through rapid intervention by law enforcement. 
b) Making police interventions more efficient 

Monitoring and surveillance systems enable law enforcement to react 
quickly and efficiently to unexpected events. Surveillance cameras provide 
extensive coverage of public areas and can transmit real-time information 
about suspicious activity or crimes in progress. This data is essential for a 
coordinated and timely response. In the event of an incident, video 
monitoring can provide precise information about the exact location of the 
crime, the number of suspects involved and other details critical to the 
success of an operation. In addition, intelligent surveillance technologies, 
which use behavioral analysis algorithms, can automatically detect deviant 
behaviors such as excessive commotion, confrontations or dropping 
suspicious objects. 
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Limits of monitoring and surveillance systems 
One of the biggest disadvantages of these technologies is the risk of 

infringement of privacy rights. As surveillance systems become increasingly 
sophisticated and ubiquitous, citizens can be continuously monitored 
without having control over how their images or personal data are used. 
Facial recognition, in particular, has been criticized because of its potential 
to be misused for tracking citizens or for unwarranted surveillance of certain 
vulnerable groups. The use of this technology can also lead to 
misidentification, which can compromise individual freedoms and 
undermine public trust in the authorities. To prevent such abuses, it is 
essential that the use of surveillance systems is clearly regulated and has 
effective data protection mechanisms. 

Even though surveillance technologies have advanced considerably, 
they are not without flaws. Facial recognition systems, for example, have 
varying error rates, especially in poorly lit environments or when subjects are 
wearing accessories that partially cover their faces. These errors can lead to 
misidentification of innocent people and incorrect prosecution (Nemţoiu, 
2024). Surveillance cameras also have technical limitations in terms of 
resolution and capture angles, which can lead to the loss of crucial details or 
the inability to capture certain crimes. In addition, the huge amount of data 
collected daily requires an advanced technological infrastructure to store, 
analyse and use it efficiently. 

Implementing and maintaining an effective surveillance system 
involves significant costs. These include not only the purchase of the 
equipment, but also the infrastructure needed to store the data, specialized 
personnel to monitor it, and regular technical updates to keep the systems 
up and running. In addition, the replacement of worn out or technologically 
out-dated equipment is another source of considerable expense. 

The extensive use of surveillance systems has raised numerous 
debates about their ethical and legal aspects (European Commission, 2018). 
While many governments and authorities argue that surveillance is essential 
for maintaining public safety, critics argue that it can lead to a surveillance 
state and an erosion of civil rights. To avoid such consequences, clear limits 
on the use and storage of data must be set, as well as effective mechanisms 
to monitor compliance. Monitoring and surveillance systems offer clear 
advantages in maintaining law and order, helping to prevent crime, intervene 
swiftly and gather essential evidence. However, their use needs to be 
balanced with the protection of citizens' rights, given the risks of privacy and 
misuse.  



European Journal of 
Law and Public Administration 

June 2024 
Volume 11, Issue 1 

 

46 

Mobile technology and advanced communications in police 
operations 

Mobile technology and advanced communications have 
revolutionized the way police carry out their operational activities. From 
smartphones equipped with specialized applications to advanced 
communication systems, these technologies have significantly improved the 
efficiency of interventions and emergency response. In this context, three 
main areas of impact are emerging: operational mobility of officers, real-time 
access to information and inter-institutional collaboration. 

Officers' operational mobility 
a) Use of mobile devices 

Mobile devices such as smartphones and tablets have become 
essential tools for police officers. They allow officers to stay connected and 
informed during interventions, facilitating access to the data needed in the 
field. Through customized mobile apps, officers can quickly check suspect 
information, consult databases of past events and access maps in real time. 
This increased mobility reduces the time needed to obtain vital information 
and allows officers to make informed decisions, even in crisis situations. For 
example, an officer in the field can instantly contact support units or request 
additional assistance without having to return to headquarters. 
b) Direct interaction with citizens 

Mobile devices also facilitate direct communication between officers 
and citizens. Through dedicated apps, citizens can report incidents, provide 
information or request help, all in real time. This interaction improves the 
community's relationship with the police and promotes a culture of 
collaboration in public safety. 

Real-time access to information 
a) Centralized databases 

Mobile technologies allow police officers to access centralized 
databases containing information on crimes, suspects and their criminal 
history. This rapid access to data allows officers to make informed decisions 
in real time, assess risky situations and avoid potentially violent conflicts. For 
example, by using "hotlisting" applications, officers can immediately check if 
a wanted person is nearby or if a vehicle has been reported stolen. This 
ability to access essential information contributes significantly to the 
effectiveness of police interventions. 
b) Integration of communication systems 

Advanced communication systems allow the integration of 
information from different sources, including surveillance cameras, sensors 
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and alarm systems. This data is collated and analysed to provide an overview 
of emergency situations, facilitating coordination between response units. 
Using technologies such as the Internet of Things (IoT), police officers can 
receive automated real-time alerts on suspicious activity, contributing to a 
proactive and effective response. 

Mobile technologies and advanced communications facilitate rapid 
information sharing between different law enforcement agencies and 
organizations. This collaboration is essential in managing complex situations 
that require coordination between different levels of authority, such as local 
police, national law enforcement agencies and other public safety 
organizations. For example, in the case of large events such as festivals or 
sporting competitions, real-time information sharing between the agencies 
involved allows for efficient management of the flow of people and rapid 
identification of potential threats. 

Improving the efficiency and safety of police interventions through 
new technologies 

New technologies are having a profound impact on the way police 
interventions are conducted, contributing to increased efficiency, safety and 
transparency of operations.  

Body-worn cameras and technology 
Body-worn cameras have become an important tool to ensure 

transparency and accountability in police interventions. They record 
interactions with citizens, providing objective evidence in cases of 
complaints or allegations of abuse. By using these technologies, police 
structures demonstrate their commitment to respecting citizens' rights and 
thus build trust with the community. The recordings are also used for the 
continuous training of police officers, helping to improve communication 
and conflict management skills (Romanian Police – IGPR, 2022, May 05). 

Portable video cameras not only provide transparency but also 
improve the efficiency of operations. Officers who know they are being 
filmed are often more cautious and mindful of their behaviour, which can 
reduce the escalation of conflicts. These cameras can provide useful 
information during interventions, helping officers notice details they might 
overlook in a stressful situation.  

Vehicles equipped with advanced technology 
Modern police vehicles are equipped with advanced technologies 

that improve the efficiency and safety of interventions. These vehicles are 
equipped with GPS navigation systems, radio communications, car-mounted 
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surveillance cameras, and license plate scanning tools (Government of 
Romania, 2024). These features allow officers to quickly respond to 
emergency calls and identify stolen or suspicious vehicles in real time. By 
reducing response times and improving the accuracy of information, vehicles 
equipped with advanced technology help increase the efficiency of police 
operations. 

Technologies integrated in police vehicles also help to increase 
officer safety. Advanced communication systems allow officers to stay 
connected with the command center and receive real-time information 
about the situations they are responding to. In addition, modern vehicles are 
fitted with protective equipment that can increase officers' safety during 
dangerous interventions. The use of new technologies in police interventions 
has significantly improved the efficiency and safety of operations. 

Technological Implications for Citizen Safety and Public Order Ethics  

The right to privacy and digital surveillance: balancing security and 
liberty 

In the context of rapidly evolving digital technologies, the right to 
privacy has become a central topic in discussions about public security. 
Digital surveillance, through advanced technologies, provides law 
enforcement with powerful tools to prevent crime and protect citizens, but it 
raises serious questions about the balance between security and individual 
liberty. The right to privacy is a fundamental principle recognized in many 
jurisdictions as part of human rights, based on respect for individual dignity 
and autonomy (The Parliament of Romania, 2024). It protects citizens from 
unwarranted interference with their privacy, including unauthorized 
surveillance or access to personal information without consent. This 
protection also extends to the digital environment, where personal data is 
often collected, stored and analysed without the knowledge or consent of 
individuals. 

Digital surveillance is often justified by the need to maintain public 
order and ensure the safety of citizens. In a world where security threats are 
becoming increasingly sophisticated, law enforcement agencies argue that 
the use of advanced technologies is essential to respond effectively to 
contemporary challenges. However, it is important that these measures are 
proportionate, justified and properly regulated to prevent abuse. Excessive 
surveillance can lead to violations of privacy and create a climate of fear and 
mistrust among citizens. The uncontrolled use of surveillance technologies 
can contribute to a culture of continuous monitoring, where individuals feel 
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that they are under constant surveillance, which can affect freedom of 
expression and social behaviour. To ensure a balance between security and 
the right to privacy, it is essential that law enforcement agencies adopt clear 
and transparent policies on the use of surveillance technologies.  

The police must be transparent about the use of surveillance 
technologies, in the sense that citizens must be informed about how their 
data is collected and used and about their rights in this context. In addition, 
accountability mechanisms must be in place to ensure that privacy rights are 
respected and to prevent abuse. 

The involvement of the community and civil society organizations is 
essential to ensure a balance between security and the right to privacy. Open 
dialogue between law enforcement agencies, citizens and non-governmental 
organizations helps to identify concerns and develop solutions that protect 
both public safety and individual freedoms. 

The risks and vulnerabilities associated with the use of technology in 
policing are multiple and complex. By ensuring the responsible use of 
technology and promoting transparency, a balance can be struck between 
the efficiency of police operations and the protection of citizens' rights. This 
approach will not only improve public security, but will also contribute to 
strengthening confidence in law enforcement. 

Mobile technology and advanced communications in police 
operations 

Mobile technology and advanced communications have 
revolutionized the way the police conduct their operations, provide effective 
and innovative solutions to the challenges they face every day. The use of 
these technologies has improved not only the efficiency of interventions, but 
also the collaboration between different law enforcement units, thus 
contributing to a faster and more coordinated response to emergencies. 

Mobile devices such as smart phones and tablets allow police 
officers to quickly access essential information in the field. These devices are 
equipped with specialized applications that allow officers to access 
databases, record and transmit data, and communicate effectively. This 
allows officers to quickly check information on suspects, arrest warrants or 
stolen vehicle data, saving valuable intervention time, and complete incident 
reports in real time, reducing the time needed for documentation and 
allowing better information management. Also, through encrypted 
messaging applications, officers communicate instantly with colleagues and 
the command centre, ensuring everyone involved in operations is on the 
same page. 
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Improving the efficiency and safety of police interventions through 
new technologies 

Modern technologies play an important role in improving the 
effectiveness and safety of policing by transforming the way law 
enforcement agencies respond to the threats and challenges they face. These 
innovations not only improve the quality of interventions, but also 
contribute to increasing public confidence in law enforcement. 

Modern technologies facilitate the continuous training and 
preparation of police officers, ensuring that they are ready to meet new 
challenges. Through the use of virtual reality technology, intervention 
scenarios can be created that allow officers to develop their skills in a 
controlled and safe environment (virtual simulations). Officers, to enhance 
their training, have the right to access online training resources, including 
case studies and information on the latest techniques and technologies used 
in the field. Community involvement is also important for successful police 
interventions. Modern technologies facilitate communication and 
cooperation between police and citizens. Mobile apps allow citizens to 
quickly report suspicious activity, helping police to react more effectively. 

Police use social networks and communication platforms to inform 
the community about interventions and promote public safety initiatives. 

Conclusions 

In this article we have addressed the link between public order and 
the technological revolution, highlighting the significant impact that new 
technologies have on policing and citizens' safety. In an ever-changing 
society, technology plays a key role in improving the efficiency and 
effectiveness of police interventions, providing advanced tools for crime 
prevention and management. However, the use of these technologies brings 
with it important challenges such as threats to cybersecurity, privacy risks 
and the need to maintain a balance between security and individual liberties. 

Mobile technologies and advanced communications allow police 
officers to react quickly and in a coordinated way in emergency situations, 
improving incident and resource management. Cooperation between police 
and citizens is essential for maintaining public order. Modern technologies 
facilitate this interaction, promoting transparency and trust. Training police 
officers in the use of new technologies is also essential to ensure effective 
and responsible intervention. 
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Proposals 

Based on the findings presented, I propose the following measures 
to improve public order in the context of the technological revolution: 

1. the development of clear policies on the use of technology, so that 
law enforcement agencies develop and implement policies regulating the use 
of technology, ensuring that citizens' rights are respected. 

2. create cybersecurity protocols: law enforcement agencies should 
invest in cybersecurity solutions to protect sensitive data and prevent cyber-
attacks, including training of personnel in information security. 

3. implement education and awareness-raising programs, so as to 
develop information campaigns for citizens in order to raise awareness of 
their rights in the context of the use of technologies by the police and to 
promote cooperation with law enforcement. 

4. improve training programs that include hands-on instruction in 
the use of new technologies, including simulations and case studies, to 
prepare police officers to respond effectively to various situations. 

5. promote research in the field by encouraging studies and research 
on the impact of technologies on public order that help to identify best 
practices and develop innovative solutions to current challenges. 

By adopting these measures, law enforcement institutions would act 
more effectively in the face of the challenges posed by the technological 
revolution, thus ensuring safer and more effective public order for all citizens. 
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